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Grundlagen der Blockchain-Technologie
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Bi tcoin: A P eer -to-Peer Electr onic Cash Syst em
Satoshi Nakamoto
satoshin@gmx.com
www.bitcoin.org

2.
Abstract. A purely peer-to-peer version of electronic cash would allow online
payments to be sent directly from one party to another without going through a
financial institution. Digital signatures provide part of the solution, but the main
benefits are lost if a trusted third party is still required to prevent double-spending.
We propose a solution to the double-spending problem using a peer-to-peer network.
The network timestamps transactions by hashing them into an ongoing chain of
hash-based proof-of-work, forming a record that cannot be changed without redoing
the proof-of-work. The longest chain not only serves as proof of the sequence of
events witnessed, but proof that it came from the largest pool of CPU power. As
long as a majority of CPU power is controlled by nodes that are not cooperating to
attack the network, they'll generate the longest chain and outpace attackers. The
network itself requires minimal structure. Messages are broadcast on a best effort
basis, and nodes can leave and rejoin the network at will, accepting the longest
proof-of-work chain as proof of what happened while they were gone.

T r ansactions

4.

We define an electronic coin as a chain of digital signatures. Each owner transfers the coin to the
next by digitally signing a hash of the previous transaction and the public key of the next owner
and adding these to the end of the coin. A payee can verify the signatures to verify the chain of
ownership.
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Commerce on the Internet has come to rely almost exclusively on financial institutions serving as
trusted third parties to process electronic payments. While the system works well enough for
most transactions, it still suffers from the inherent weaknesses of the trust based model.
Completely non-reversible transactions are not really possible, since financial institutions cannot
avoid mediating disputes. The cost of mediation increases transaction costs, limiting the
minimum practical transaction size and cutting off the possibility for small casual transactions,
and there is a broader cost in the loss of ability to make non-reversible payments for nonreversible services. With the possibility of reversal, the need for trust spreads. Merchants must
be wary of their customers, hassling them for more information than they would otherwise need.
A certain percentage of fraud is accepted as unavoidable. These costs and payment uncertainties
can be avoided in person by using physical currency, but no mechanism exists to make payments
over a communications channel without a trusted party.
What is needed is an electronic payment system based on cryptographic proof instead of trust,
allowing any two willing parties to transact directly with each other without the need for a trusted
third party. Transactions that are computationally impractical to reverse would protect sellers
from fraud, and routine escrow mechanisms could easily be implemented to protect buyers. In
this paper, we propose a solution to the double-spending problem using a peer-to-peer distributed
timestamp server to generate computational proof of the chronological order of transactions. The
system is secure as long as honest nodes collectively control more CPU power than any
cooperating group of attacker nodes.
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The solution we propose begins with a timestamp server. A timestamp server works by taking a
hash of a block of items to be timestamped and widely publishing the hash, such as in a
newspaper or Usenet post [2-5]. The timestamp proves that the data must have existed at the
time, obviously, in order to get into the hash. Each timestamp includes the previous timestamp in
its hash, forming a chain, with each additional timestamp reinforcing the ones before it.
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The problem of course is the payee can't verify that one of the owners did not double-spend
the coin. A common solution is to introduce a trusted central authority, or mint, that checks every
transaction for double spending. After each transaction, the coin must be returned to the mint to
issue a new coin, and only coins issued directly from the mint are trusted not to be double-spent.
The problem with this solution is that the fate of the entire money system depends on the
company running the mint, with every transaction having to go through them, just like a bank.
We need a way for the payee to know that the previous owners did not sign any earlier
transactions. For our purposes, the earliest transaction is the one that counts, so we don't care
about later attempts to double-spend. The only way to confirm the absence of a transaction is to
be aware of all transactions. In the mint based model, the mint was aware of all transactions and
decided which arrived first. To accomplish this without a trusted party, transactions must be
publicly announced [1], and we need a system for participants to agree on a single history of the
order in which they were received. The payee needs proof that at the time of each transaction, the
majority of nodes agreed it was the first received.

3.

Pr oof-of-Wor k

To implement a distributed timestamp server on a peer-to-peer basis, we will need to use a proofof-work system similar to Adam Back's Hashcash [6], rather than newspaper or Usenet posts.
The proof-of-work involves scanning for a value that when hashed, such as with SHA-256, the
hash begins with a number of zero bits. The average work required is exponential in the number
of zero bits required and can be verified by executing a single hash.
For our timestamp network, we implement the proof-of-work by incrementing a nonce in the
block until a value is found that gives the block's hash the required zero bits. Once the CPU
effort has been expended to make it satisfy the proof-of-work, the block cannot be changed
without redoing the work. As later blocks are chained after it, the work to change the block
would include redoing all the blocks after it.
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The proof-of-work also solves the problem of determining representation in majority decision
making. If the majority were based on one-IP-address-one-vote, it could be subverted by anyone
able to allocate many IPs. Proof-of-work is essentially one-CPU-one-vote. The majority
decision is represented by the longest chain, which has the greatest proof-of-work effort invested
in it. If a majority of CPU power is controlled by honest nodes, the honest chain will grow the
fastest and outpace any competing chains. To modify a past block, an attacker would have to
redo the proof-of-work of the block and all blocks after it and then catch up with and surpass the
work of the honest nodes. We will show later that the probability of a slower attacker catching up
diminishes exponentially as subsequent blocks are added.
To compensate for increasing hardware speed and varying interest in running nodes over time,
the proof-of-work difficulty is determined by a moving average targeting an average number of
blocks per hour. If they're generated too fast, the difficulty increases.

5.

New transaction broadcasts do not necessarily need to reach all nodes. As long as they reach
many nodes, they will get into a block before long. Block broadcasts are also tolerant of dropped
messages. If a node does not receive a block, it will request it when it receives the next block and
realizes it missed one.

6.

I ncent ive

By convention, the first transaction in a block is a special transaction that starts a new coin owned
by the creator of the block. This adds an incentive for nodes to support the network, and provides
a way to initially distribute coins into circulation, since there is no central authority to issue them.
The steady addition of a constant of amount of new coins is analogous to gold miners expending
resources to add gold to circulation. In our case, it is CPU time and electricity that is expended.
The incentive can also be funded with transaction fees. If the output value of a transaction is
less than its input value, the difference is a transaction fee that is added to the incentive value of
the block containing the transaction. Once a predetermined number of coins have entered
circulation, the incentive can transition entirely to transaction fees and be completely inflation
free.
The incentive may help encourage nodes to stay honest. If a greedy attacker is able to
assemble more CPU power than all the honest nodes, he would have to choose between using it
to defraud people by stealing back his payments, or using it to generate new coins. He ought to
find it more profitable to play by the rules, such rules that favour him with more new coins than
everyone else combined, than to undermine the system and the validity of his own wealth.

7.

Reclaim ing D i sk Space

Once the latest transaction in a coin is buried under enough blocks, the spent transactions before
it can be discarded to save disk space. To facilitate this without breaking the block's hash,
transactions are hashed in a Merkle Tree [7][2][5], with only the root included in the block's hash.
Old blocks can then be compacted by stubbing off branches of the tree. The interior hashes do
not need to be stored.
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The steps to run the network are as follows:

Nonce

Nodes always consider the longest chain to be the correct one and will keep working on
extending it. If two nodes broadcast different versions of the next block simultaneously, some
nodes may receive one or the other first. In that case, they work on the first one they received,
but save the other branch in case it becomes longer. The tie will be broken when the next proofof-work is found and one branch becomes longer; the nodes that were working on the other
branch will then switch to the longer one.
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A block header with no transactions would be about 80 bytes. If we suppose blocks are
generated every 10 minutes, 80 bytes * 6 * 24 * 365 = 4.2MB per year. With computer systems
typically selling with 2GB of RAM as of 2008, and Moore's Law predicting current growth of
1.2GB per year, storage should not be a problem even if the block headers must be kept in
memory.
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As such, the verification is reliable as long as honest nodes control the network, but is more
vulnerable if the network is overpowered by an attacker. While network nodes can verify
transactions for themselves, the simplified method can be fooled by an attacker's fabricated
transactions for as long as the attacker can continue to overpower the network. One strategy to
protect against this would be to accept alerts from network nodes when they detect an invalid
block, prompting the user's software to download the full block and alerted transactions to
confirm the inconsistency. Businesses that receive frequent payments will probably still want to
run their own nodes for more independent security and quicker verification.

Com bining and Spli tt ing Val ue

Although it would be possible to handle coins individually, it would be unwieldy to make a
separate transaction for every cent in a transfer. To allow value to be split and combined,
transactions contain multiple inputs and outputs. Normally there will be either a single input
from a larger previous transaction or multiple inputs combining smaller amounts, and at most two
outputs: one for the payment, and one returning the change, if any, back to the sender.
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Running some results, we can see the probability drop off exponentially with z.

Longes t Proof-of-Work Chain

9.

Nonce

Root Hash

Hash23

Simpli fied Payment Ver ificat ion

It is possible to verify payments without running a full network node. A user only needs to keep
a copy of the block headers of the longest proof-of-work chain, which he can get by querying
network nodes until he's convinced he has the longest chain, and obtain the Merkle branch
linking the transaction to the block it's timestamped in. He can't check the transaction for
himself, but by linking it to a place in the chain, he can see that a network node has accepted it,
and blocks added after it further confirm the network has accepted it.
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1) New transactions are broadcast to all nodes.
2) Each node collects new transactions into a block.
3) Each node works on finding a difficult proof-of-work for its block.
4) When a node finds a proof-of-work, it broadcasts the block to all nodes.
5) Nodes accept the block only if all transactions in it are valid and not already spent.
6) Nodes express their acceptance of the block by working on creating the next block in the
chain, using the hash of the accepted block as the previous hash.
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12. Concl usion
We have proposed a system for electronic transactions without relying on trust. We started with
the usual framework of coins made from digital signatures, which provides strong control of
ownership, but is incomplete without a way to prevent double-spending. To solve this, we
proposed a peer-to-peer network using proof-of-work to record a public history of transactions
that quickly becomes computationally impractical for an attacker to change if honest nodes
control a majority of CPU power. The network is robust in its unstructured simplicity. Nodes
work all at once with little coordination. They do not need to be identified, since messages are
not routed to any particular place and only need to be delivered on a best effort basis. Nodes can
leave and rejoin the network at will, accepting the proof-of-work chain as proof of what
happened while they were gone. They vote with their CPU power, expressing their acceptance of
valid blocks by working on extending them and rejecting invalid blocks by refusing to work on
them. Any needed rules and incentives can be enforced with this consensus mechanism.

It should be noted that fan-out, where a transaction depends on several transactions, and those
transactions depend on many more, is not a problem here. There is never the need to extract a
complete standalone copy of a transaction's history.
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Die Blockchain-Technologieim Wandel der Zeit

Innovation

 Disruptive Innovationen in der Informationstechnologie in Anlehnung an Swan (2015)
1970er
Großrechner

1980er 1990er
Personal
Computer

Internet

2000er

2010er

Soziale
Netzwerke

BlockchainTechnologie

 Vergleich: Internet und Blockchain-Technologie
Internet

Blockchain

Transfer von
Informationen

Kommunikations
-Protokolle

Transfer von
Werten

Datenstruktur
P2P Komm.
Protokoll
Sicherheitsmechanismen
Ökonomische
Anreize

Gesendete Daten sind stets Kopien des
Originals
Digitale Repräsentation von
Wertgegenständen
Besitzverhältnisse eindeutig verifizierbar
und handelbar
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Die Blockchain-Technologie –
ist eine Blockchain?

Was

Eine Blockchain ist
 eine dezentrale Transaktionsdatenbank,
 die in regelmäßigen Abständen aktualisiert wird,
 über die Nutzer sicher peer-to-peer Transaktionen abwickeln können
 und die sich jeder Nutzer lokal auf seinem PC oder Server abspeichern kann.
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Was ist eine Blockchain?

Register

Blockchain

Digitalisierung

Verschlüsselung

(Zentrale) Datenbank

Dezentrales (P2P) Netzwerk
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Blockchain Charakteristika

Peer-2-Peer

transparent

pseudonym

nicht zensierbar

kryptografisch
gesichert

unveränderlich
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Vorteile und Limitationen von BlockchainTechnologie
Vorteile

Limitationen

Effizienz: Transaktionsabwicklung ohne
Intermediär

Fehlende Skalierbarkeit:
Bitcoin: 7 Tx/Sek vs. VISA 10.000 Tx/Sek

Sicherheit: Dezentraler Konsens

Fehlen von Verantwortlichkeiten

Integrität: Alle Parteien nutzen die gleiche
Datenbasis

Rechtsunsicherheit

Transparenz: Informationen sind „frei“ zugänglich

51% Attacke

Kosten: Sehr niedrige Transaktionskosten im
Vergleich zu klassischen Methoden der
Wertübertragung

Energiekosten: Allein das Bitcoin-Netzwerk
verbraucht jährlich genauso viel Strom wie
Kroatien

Quasi-Anonymität & Irreversibilität
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Warum Blockchain-Technologie?
Blockchain ermöglicht die digitale Repräsentation von Wertgegenständen
 Besitzverhältnisse und Historie können auf der Blockchain abgebildet werden
 Eigentumsübertragungen lassen sich auf Blockchain-basierten Plattformen schnell,
kostengünstig und automatisch vollziehen
 Blockchain verringert den Abstimmungsaufwand zwischen Vertragsparteien
Integrität von Daten: Alle Parteien nutzen eine Datenbasis
Keine Intermediäre: Direkte Verbindung von Vertragsparteien
Smart Contracts: Automatische Ausführung von Verträgen
 Prozessgeschwindigkeit stark erhöht: Nur wenige Sekunden für Abschluss von
Standardprozessen
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Blockchain-Strategie der Bundesregierung
• 1. Stabilität sichern und Innovationen stimulieren: Blockchain im Finanzsektor
• Die Bundesregierung will das deutsche Recht für elektronische Wertpapiere öffnen (STOKR)

• 2. Innovationen ausreifen: Förderung von Projekten und Reallaboren
• Die Bundesregierung pilotiert eine Blockchain-basierte Energieanlagenanbindung an eine öffentliche Datenbank (ETIBLOGG)
• Die Bundesregierung untersucht, ob und wie der Einsatz von Blockchain-Technologie zur Transparenz in Liefer- und
Wertschöpfungsketten beitragen kann (SAMPL, HANSEBLOC)
• Die Bundesregierung wird nachhaltigkeitsbezogene Anforderungen zu einem wichtigen Entscheidungskriterium bei der
Umsetzung staatlich geförderter oder initiierter Projekte im Bereich Blockchain-Technologie machen (DiBiChain)

• 3. Investitionen ermöglichen: Klare, verlässliche Rahmenbedingungen
• Die Bundesregierung prüft eine Anpassung des Identifikationsnachweises im Zulassungswesen (carTRUST)

• 4. Technologie anwenden: Digitale Verwaltungsdienstleistungen
• Die Bundesregierung pilotiert Blockchain-basierte digitale Identitäten und evaluiert geeignete weitere Anwendungen
(SSI)

• 5. Informationen verbreiten: Wissen, Vernetzung und Zusammenarbeit
• Die Bundesregierung wird eine Dialogreihe zur Blockchain-Technologie durchführen.
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Aktuelle Studienergebnisse zu Bekanntheit
und Nutzung von Blockchain &
Kryptowährungen

Survey – what & how?
 Representative study among Germany „Internet population“*
 Representative regarding gender and age
 Population: N=3.864
 Online-questionnaire 08.02.2019 - 28.03.2019
 Panel-Provider: mo‘web research
* Online at lease once during last quarter year
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87% now Cryptocurrencies like Bitcoin
Knowledge of cryptocurrency
(e.g. Bitcoin)

Knowledge of the blockchain
technology

not known
13.2%

not known
37.6%

known
62.4%
known
86.8%
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18% own or owned Cryptocurrencies
Possession of cryptocurrency

M ining among cryptocurrency owners

9.2%
9.1%

42.0%

37.8%

83.7%
yes
not any longer
never

20.2%
yes, within the last year
yes, but not within the last year
no, never
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Bitcoin is by far best known amongst all
Cryptocurrencies
90%

82.7

Familiarity and Usage of cryptocurrencies

80.7

80%
70%
60%

54.7

50%
40.6

40%
30%

26.7

19.5

20%
10%

25.8
14.3 16.0

14.0

15.4
10.7

7.5
1.3

2.4

1.5

Ethereum

Litecoin

9.9

7.3
0.7

1.4

3.8

0%
Bitcoin

Bitcoin Cash

familiarity within the sample

DASH

adoption among cryptocurrency users

Ripple

others

adoption within the sample
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Ownership of Cryptocurrencies is mainly
ideologically motivated
Owning cryptocurrency: ideological motivation
20%
16.8%
15.1%

15%

13.2%

12.6%
8.7%

10%
6.2%
5%

5.0%

5.6%

9.0%

4.8%

3.1%

0%
0

1

2
3
4
5
6
7
8
9
0 = not ideologically motivated; 10 = strongly ideologically motivated
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Cryptocurrency adoption over the years reflects the
exponential growth in the industry
Year of first cryptocurrency acquisition
25%

21.1% 21.8%

20%

17.6%

15%
9.3%

10%
5%

3.3%
0.8%

2.5%

3.5%

2.3%

4.0%

3.5%

2013

2014

10.5%

0%
don't
know

2009

2010

2011

2012

2015

2016

2017

2018

2019*

* extrapolated
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On average portfolio values have grown by 128%
Average investment value compared to today's
portfolio value
€6,314

+128%
€2,770

Investment

Portfolio today
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Cryptocurrency owners are mainly male, well
educated and have higher incomes than the others
Have you ever owned cryptocurrency?

Biographical information
Average age
Share of males

Educational achievement
No secondary education
GCSE equivalent
A level equivalent
Vocational training
Commercial training
Higher education degree
PhD
average score

Score
1
2
3
3
3
4
5

Have you ever owned cryptocurrency?
yes
0.6%
15.8%
20.2%
9.9%
18.1%
33.5%
2%
3.21

no
0.8%
22.2%
14.5%
15%
22.7%
23.3%
1.6%
3.03

yes

no

39.0 years

48.5 years

68.2%

47.0%

Net monthly household income
Below €500
€500 to €999
€1,000 to €1,499
€1,500 to €1,999
€2,000 to €2,499
€3,000 to €4,999
€5,000 or more
average

Have you ever owned cryptocurrency?
yes
no
2.7%
6.7%
6.5%
12.5%
13.6%
17.6%
14.7%
16.4%
26.6%
21.5%
25.4%
15.3%
7.5%
3.6%
€2,700
€2,000
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Our R&D Roadmap
Q3
2019

Q4
2019

Q2
2020

Q1
2020

Q3
2020

Q4
2020

Q1
2021

Q2
2021

Q3
2021

Q4
2021

Q1
2022

Q2
2022

Q3
2022

Blockchain Adoption and Society
Survey on Blockchain and Cryptocurrency Adoption in Germany, 2x per year
Focus Market-Manipulation
Scholarships on Literature Analysis, Price Selection, Interoperability, etc.

Blockchain & Sustainability
DiBiChain, BMBF – FONA (research for sustainability), Blockchain for Circular Economy
Focus CO2 Trading

Research Program

in progress & finance

Planned & seeking finance
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Contact
Blockchain Research Lab gGmbH
Colonnaden 72
20354 Hamburg
info@blockchainresearchlab.org
www.blockchainresearchlab.org

